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THIRD-PARTY RISK MANAGEMENT

TPRM Blueprint

A Systems Thinking Approach

See the system. Fix the system. Not just the checklist.
Human-centred third-party risk management for boards
and the teams who run it.

Julia Chin
JFourth Solutions jfourthsolutions.com
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THIRD-PARTY RISK MANAGEMENT

The problem you're not seeing

Why well-documented TPRM programmes still fail, and where to look instead.

Your team has policies, checklists and risk assessments. The paperwork exists.
But paperwork doesn’t stop vendor failures. Systems do. People do.

Most TPRM programmes fail not because the process is missing, but because:
— Vendors are assessed in isolation, missing network effects.

— Accountability is circular: everyone assumes someone else is watching.

— Policies are designed for calm, but decisions happen under pressure.

— Controls are added, not clarified: more bureaucracy, same blind spots.

This blueprint applies systems thinking to TPRM so you can see what is really happening beneath the surface.

Process without accountability is just paperwork.

A TWO-LAYER FRAMEWORK

Layer 1: Wallet-holder view Layer 2: Implementation playbook
For the board, executive committee and budget owners. What For compliance, risk and procurement teams. How to build
to look for, what to ask, and how to tell what is real from what TPRM that actually works, phase by phase.
is theatre.
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LAYER 1 - WALLET-HOLDER VIEW

The iceberg model

Events are what you see. Systems are what cause them.

Look beneath the immediate event to find the patterns, structures and mental models that cause it.

Level What it looks like TPRM example
Event Vendor breach, outage or “Our payment processor went down.”
EVENT (visible) compliance failure
Pattern The same types of failure keep “That’s the third vendor incident this
PATTERN (recurring) happening year.”
STRUCTURE Structure How accountability, incentives and “No one owns vendor performance
(system processes are set up after onboarding.”
design)
MENTAL MODEL
Mental The assumptions driving behaviour “We've always used them.” /
model “Procurement handles that.”
(beliefs)

DIAGNOSTIC QUESTION

When your last vendor failed, did you investigate the event or the system that allowed it?
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LAYER 1 - WALLET-HOLDER VIEW

Four systems thinking principles

Each principle turns a familiar TPRM habit from theatre into something real.

G Focus on connections, not things

A system’s behaviour is determined by how its parts interact.

Theatre: Each vendor has its own risk assessment file.

Real: You can map which vendors share infrastructure,
credentials, fourth parties or access to the same critical
systems.

Ask: If Vendors A and B use the same cloud provider, do
we know? Is that concentration documented?

e Choose leverage over quick fixes

Short-term fixes create unintended consequences.

Theatre: After an incident, you add another approval
layer or checklist.

Real: You assign ONE accountable person per critical
vendor, map dependencies once, and build escalation

paths people actually use.

Ask: Are we adding controls, or adding clarity?

° Balance inflow and outflow

Manage inputs and outputs to control your total risk stock.

Theatre: You track how many vendors were onboarded
this year.

Real: You track how many were exited, why, and whether
total third-party exposure is growing or shrinking.

Ask: How many vendors did we exit last year? Is our risk
stock growing unchecked?

° Test for hot states, not just cold ones

Policies are written in calm. Decisions happen under pressure.

Theatre: Everyone passed the TPRM training.

Real: Your team knows what to do when a critical vendor
is failing AND a client deadline is tomorrow AND
leadership says “just get it done.”

Ask: What happens when the policy meets the
pressure? Have we tested that?

Rules don’t stop third-party failures. People do, but only if they see the system.
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LAYER 1 - WALLET-HOLDER VIEW

Five diagnostic questions for leadership

Five questions that reveal whether your TPRM is a system or a stack of paper.

Use these in your next board or risk committee meeting.

# Question What it tests

1 If our top five vendors failed tomorrow, could we name ONE person accountable for Accountability clarity
each?

2 When did we last map vendor connections, not just vendor contracts? Ecosystem visibility

3 If someone raised a red flag today, would they know who to tell, and feel safe doing it? Escalation and culture

4 How many vendors did we exit last year? Is our third-party exposure growing? Stock management

5 Are we adding controls, or adding clarity? Leverage vs. quick fixes

If your team hesitates on any of these, you don’t have a TPRM problem. You have a
systems problem.

HOW TO USE THESE QUESTIONS

— Before a board meeting: ask your risk or compliance lead to prepare answers. The gaps will reveal themselves.
— During a vendor incident: use questions 1 and 3 to diagnose accountability and escalation failures.
— In annual planning: use question 4 to assess whether your risk stock is being managed or just growing.

— After adding new controls: use question 5 to test whether you are solving the problem or adding bureaucracy.
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LAYER 2 - IMPLEMENTATION PLAYBOOK

Implementation playbook: overview

Five phases for compliance and risk teams building TPRM that actually works.

Phase Goal Systems thinking lens

1 Inventory & map See the system, not just the list ~ Connections, not things: map dependencies, concentration and
fourth parties.

2 Risk assessment Assess in context, not isolation Networked inherent risk, hot-state controls, cascade-aware
residual risk.

3 Accountability End the circular loop One person, one vendor, full lifecycle.

4 Governance Manage the stock Balance inflow and outflow. Track exits, not just onboarding.

5 Culture Work under pressure Hot-state readiness, psychological safety and recognition for risk
prevention.

a Phase 1: Inventory & map the ecosystem See the system, not just the list
Step Action Systems thinking lens
1.1 Inventory all third parties, not just “vendors” but anyone with access to Cast the net wide. Risk isn’t always
your systems, data or processes. where you are looking.
1.2 Classify by criticality: what breaks if they fail? Focus on cascade potential, not just

contract value.

1.3 Map dependencies: which vendors connect to each other, share Connections, not things. This is where
infrastructure or rely on the same fourth parties? hidden risk lives.
1.4 Identify concentration: do multiple critical vendors depend on the same Concentration is fragility. One failure,
cloud provider, geography or key person? multiple casualties.
OUTPUT

A dependency map, not just a vendor register.

TEST

Pick your top three vendors. Can you draw their connections to each other and to your critical systems in under ten

minutes? If not, you have a visibility gap.
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6 Phase 2: Risk assessment (systems-informed) Assess risk in context, not in isolation

STEP 2.1 - INHERENT RISK, BUT NETWORKED

Traditional inherent risk asks how risky is this vendor? Systems thinking asks: how risky is this vendor in the context of your ecosystem?

Factor Traditional view Systems view

Data access What data do they touch? What other vendors touch the same data?

Service criticality How critical is this service? If this fails, what else fails? (cascade)

Replaceability Can we switch vendors? How entangled are they with other systems?
Fourth-party exposure Who are their subcontractors? Do our other vendors share the same fourth parties?

STEP 2.2 - CONTROLS, BUT HOT-STATE TESTED

Traditional control assessment asks do controls exist? Systems thinking asks: do controls work when it matters?

Control area Cold-state question Hot-state question
Due diligence Was it completed? Was it completed properly under deadline pressure?
Ongoing monitoring Is there a schedule? Does anyone actually act on findings?
Escalation Is there a path? Would someone use it at 4pm on quarter-end?
Exit planning Is there a clause? Could we actually execute an exit in 30 days?
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LAYER 2 - IMPLEMENTATION PLAYBOOK

Phase 2 (continued): residual risk

Where a blast-radius view changes the response.

STEP 2.3 - RESIDUAL RISK, BUT CASCADE-AWARE

Traditional formula: inherent risk - control effectiveness = residual risk.
Systems thinking adds: what is the blast radius if this residual risk materialises?

Residual risk Traditional response Systems response

High Escalate to senior management. Map the cascade: what else breaks, who else is affected, what is
the blast radius?

Medium Monitor and review. Identify leverage points: one fix that reduces risk across multiple
connections.
Low Accept and document. Check for hidden concentration: is “low” risk actually spread

across many connected vendors?

OUTPUT

A residual risk register with cascade mapping for high-risk vendors.

THE CASCADE QUESTION

For every high-risk vendor, answer:

= If they fail, which systems go down?
— Which other vendors are affected?
— Which business processes stop?

— How long until customers feel it?

— What is the regulatory exposure?

A vendor that looks ‘medium risk’ in isolation may be ‘critical risk’ when you see its
connections.
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LAYER 2 - IMPLEMENTATION PLAYBOOK

Accountability and governance

Phases 3 and 4: name the owner, then manage the stock.

e Phase 3: Accountability structure One person, one vendor, full lifecycle

The most common TPRM failure isn’t missing process. It's circular accountability: Procurement = “Compliance owns monitoring” =
Compliance = “The business owns the relationship” — Business = “Procurement owns renewals” = Procurement... Everyone is waiting for
someone else to act. Nobody owns it.

Step Action Why it matters

3.1 Assign ONE accountable owner per critical vendor: not a committee, not Circular accountability means no
a function, a person. accountability.

3.2 Define what “accountable” means: selection, onboarding, monitoring, Accountability without clarity is just a
performance, exit. name on paper.

3.3 Test it. Ask each owner: can you explain what you are protecting against? If they can’t answer, the structure is
Do you have authority to act? theatre.

34 Build escalation paths: who do they tell, how fast, and at what threshold?  Escalation must be practised, not just

documented.
OUTPUT

An accountability map with named owners, defined scope and tested escalation paths.

° Phase 4: Ongoing governance Manage the stock; don'’t just keep adding vendors
Rhythm Action Systems lens
Onboarding Every new vendor gets a risk assessment and dependency mapping. Inflow control
Quarterly Review monitoring findings, escalations and near-misses. Pattern detection (iceberg)
Annually Refresh the dependency map, review concentration, test an exit. Stock management
Trigger-based Vendor incident, market change or regulatory shift: reassess the cascade. Hot-state readiness

Key metric, tracked quarterly: vendors onboarded (inflow), vendors exited (outflow) and the net change in third-party exposure (stock). If
you only add and never exit, your risk stock is growing unchecked.

OUTPUT
A governance calendar with inflow/outflow tracking and trigger-based reassessment.
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LAYER 2 - IMPLEMENTATION PLAYBOOK

Culture under pressure

Phase 5: the layer that decides whether everything else works.

° Phase 5: Culture Iayer Make sure the system works when humans are under pressure

You can have perfect processes, clear accountability and comprehensive maps. If your people can’t act under pressure, the system fails when
it matters most.

Element What to build How to test

Psychological safety People feel safe raising red flags When did someone last say “no” to a vendor renewal?
about vendors. Were they supported?

Hot-state readiness People know what to do under Run a tabletop: a critical vendor fails on quarter-end.
pressure. What happens?

Recognition Reward risk prevention, not just deal Do we celebrate “deals stopped” or only “deals closed”?
completion.

Clarity over compliance  People understand why, not just Ask ten people to explain your TPRM strategy. Are the
what. answers consistent?

OUTPUT

A culture diagnostic tied to TPRM, not a generic engagement survey.

THE HOT-STATE TEST

Scenario: It is 4pm on the last day of the quarter. Your largest client has a critical deadline tomorrow. Your
payment-processing vendor has just gone down. Your relationship manager is under pressure to “find a
workaround.” Your CEO is asking why this wasn't anticipated.

Ask your team:

— Who gets called first?

— Who has authority to make decisions?

— What is the escalation path?

— Does anyone feel pressure to bypass controls?

- What happens if someone says “we can’t do that”?

If your team hesitates, your culture isn’t ready for real pressure.
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SUMMARY

The two-layer view

One framework, two audiences.

Layer 1: Wallet-holder view

Audience: board, executive committee, budget owners.
Purpose: know what “good” looks like, ask the right questions
and spot theatre from reality.

o Theiceberg model

e Four systems thinking principles

e Five diagnostic questions

INSIDE THE CIRCLE
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Layer 2: Implementation playbook

Audience: compliance, risk and procurement teams.
Purpose: build TPRM that is ecosystem-aware, accountability-
clear and pressure-tested.

@ Phase 1: Inventory & map

@ Phase 2: Risk assessment

@ Phase 3: Accountability

e Phase 4: Governance

o Phase 5: Culture

Rules don’t stop third-party failures. People do, but only if they see the system.

THE SYSTEMS THINKING DIFFERENCE

Traditional TPRM Systems thinking TPRM

Assess vendors individually
Check whether controls exist
Calculate residual risk

Assign to a committee

Track onboarding metrics

Deliver training
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Map the ecosystem: connections, dependencies, concentration
Test whether controls work under pressure

Map the blast radius: what else breaks?

Name ONE accountable person per vendor

Balance inflow and outflow: manage the stock

Build hot-state readiness and psychological safety
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Ready to see your
system clearly?

Most TPRM programmes fail not because the process is missing, but because the
system isn't visible, accountability isn’t clear and people can't act under pressure.
We help leaders see the system, fix the system and build teams that can act when
it matters.

Book a discovery call

Julia Chin - JFourth Solutions
hello@jfourthsolutions.com - jfourthsolutions.com

WHAT WE OFFER

TPRM diagnostic and gap assessment
Dependency mapping and ecosystem design

Accountability structure development

-
-
-
— Culture diagnostics and transformation
— Board and leadership advisory

N

Training that builds judgment, not just knowledge

Protecting value and empowering people through human-centred risk and compliance design.
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